Abstract A hybrid specification language µSZ, in which the dynamic behaviour of a system is described using Statecharts and the data and the data transformations are described using Z, has been developed for the specification of embedded systems. This paper describes an approach to testing from a deterministic sequential specification written in µSZ. By considering the Z specifications of the operations, the extended finite state machine (EFSM) defined by the Statechart can be rewritten to produce an EFSM that has a number of properties that simplify test generation. Test generation algorithms are introduced and applied to an example. While this paper considers µSZ specifications, the approaches described might be applied whenever the specification is an EFSM whose states and transitions are specified using a language similar to Z.
Introduction
There has been much interest in the use of formal specification languages in order to improve software quality. However, even if a proof of the correctness, of the source code relative to the specification, is produced it is important to test the implementation against the specification. The existence of a formal specification introduces the possibility of automating much of the test generation process and thus of increasing the effectiveness and reducing the cost of testing ( [4] , [8] , [9] , [10] , [12] , [19] ).
Where there are sequencing issues, languages such as LOTOS, SDL and Statecharts have been applied. Due to their diagrammatic nature and the presence of tool support, Statecharts have been found to be relatively easy to use. In µSZ, Statecharts are used to define sequencing and Z is used to define the data and the operations ( [2] ). The language µSZ was developed, for specifying embedded systems, within the ESPRESS project: a co-operation between a number of industrial and research institutions that was funded by the German Ministry BMBF.
The paper initially describes a technique, called data abstraction, that uses information derived from the Z specifications to refine the extended finite state machine (EFSM) that is defined by the Statechart. Data abstraction produces an EFSM with properties that can be utilised during test generation. These properties help solve the problems of setting up the initial state and checking the final state of a test. The properties thus assist test automation.
The paper then describes methods, inspired by work on testing from finite state machines and from X-machines, for testing against the refined EFSM. These methods check both the dynamic behaviour, specified in the Statechart, and the individual operations. The methods crucially depend upon properties of the EFSM introduced by data abstraction.
Section 2 provides a basic overview of some related concepts. The language µSZ is introduced in Section 3 and data abstraction is described in Section 4. Section 5 formalises a number of notions that assist in testing. The test methods are then given in Section 6 and extended, to the case where the EFSM formed by data abstraction is nondeterministic, in Section 7. Finally, in Section 8, conclusions are drawn.
An EFSM M has reset capacity if there exists some operation a such that for every state s∈S, δ(s,a)=s 1 A directed graph (digraph) G is defined by a set of vertices V and a set of edges E. Each edge is defined by its initial vertex, its final vertex, and possibly a label. An EFSM may thus be modelled by a digraph in which the states are represented by vertices and the transitions are represented by edges. For more on digraphs see, for example, [6] .
State checking when testing from FSMs
Suppose the problem is to test a transition t i , that has input/output pair a/b, from FSM M. In order to test t i it is not sufficient to just execute t i and check the output produced, since the final state might be incorrect. Thus it is necessary to check the final state of t i and this requires the input of further values.
There are a number of approaches to checking the state of an FSM, including the use of a distinguishing sequence, unique input/output sequences and a characterizing set ( [18] Because of the guards, a sequence of transitions may be infeasible or may only be feasible from particular values of the internal store. The problem of feasibility is, in general, undecidable. In Section 4 a method, that can eliminate the problem of feasibility, will be introduced.
A µSZ specification is a Statechart in which the internal store, the guards and operations are defined in Z. The internal store is represented by a set of variables and operations may refer to and alter the values of these values. A Statechart state has an associated set of constraints, on the internal store, that are defined by a Z schema. Naturally, a state also represents a condition upon the set of sequences of operations that are possible and this can be seen as a further, implicit, constraint. This implicit condition might be implemented through adding further variables to the store. The following notation will be used throughout the paper. The operation fn can be extended, to take a sequence of transitions and return a sequence of operations, giving fn * .
Definition
Given a state s, for each input x and internal store v∈int(s) there is at least one action: if none is specified the store does not change and there is no output. It will be assumed that any µSZ specification considered is deterministic and that each operation's Z specification is defined for all input. Thus, the operations have no preconditions: instead the guards give the preconditions of the transitions.
Example
ACC is part of an adaptive cruise control system. The whole cruise control system supports the driver of the controlled car by maintaining the desired speed and a safe distance between the controlled and any preceding car.
The cruise control switch, which is located near the steering wheel, controls ACC. The driver can define the current speed to be the desired speed through the increase and decrease commands. With each subsequent use of increase or decrease, the desired speed is increased or reduced, respectively, by a fixed amount. The command off switches the system off and resume retrieves the last desired speed. After each use of the lever, it returns to its middle position.
ACC receives the current speed of the car, the position of the control lever and information concerning the brake. It calculates the speed requested by the driver and transmits it to the speed and distance control component. Here only the specification of ACC is considered. A Statechart representing ACC is given in Figure 1 . Throughout this paper the EFSM defined by this Statechart shall be denoted M e . Operation Define represents the cruise control system being activated through the use of the increase or decrease commands, the requested speed taking on the current speed. In contrast, Resume represents the situation in which the cruise control system has previously been in use, with a value for the requested speed, and the system simply restarts with the same requested speed. The operation NoAction, from state passive, completes the operations from passive: it provides a loop with null output for each input/internal store value for which no behaviour is specified. When testing an operation defined in Z it is normal to partition the input domain into subdomains upon which the behaviour is believed to be uniform. It is then assumed that all tests within a subdomain are equivalent: this is an instance of the uniformity hypothesis. The uniformity hypothesis is an example of a test hypothesis that allows the generation of a finite test set that is guaranteed to determine correctness as long as the hypotheses hold ( [5] ). Tests are often taken around the boundaries of the subdomains.
There are a number of approaches for automating the partitioning of the input domain based on a Z specification ( [17] , [4] , [10] , [12] ). Possibly the best known approach is the DNF method in which a specification is rewritten to canonical disjunctive normal form and the preconditions of the conjuncts are used to form the partition ( [4] ). Alternatively, the partition might be based on the tester's experience ( [19] ). In the example of Section 3, the operation Increase might be given two subdomains corresponding to:
The behaviour, for each subdomain, is uniform: for the first the output is val requestedSpeed +stepSpeed and for the second the output is max(allowed).
In some cases the tester believes that certain values or representatives of certain sets of values should be used during testing. Subdomains representing these values might be used to refine the partition. Alternatively, when the generation of the partition is automated, the Z specification can be rewritten to force such tests to be generated ( [20] ). In the example, the tester might decide that the operation Resume should be described in terms of three cases: the speed is the minimum allowed, the speed is the maximum allowed, and the speed lies between these values.
It has been noted that a partition of the internal store may form the basis for the generation of an FSM and this FSM may be used during testing ( [7] , [4] , [10] , [12] ). The approach outlined in this section may be seen to be an extension to this in which, rather than generate an EFSM from a Z specification, the Z specifications of the operations are used to refine the EFSM defined by the Statechart.
When testing from a specification it is usual to utilise some expected relationship between the structures of the implementation and the specification. If for each operation in the specification there is a corresponding operation in the implementation, and these operations can be tested separately, an approach such as that outlined in [13] can be applied. At the other extreme, if there is no relationship between the structures of the specification and the implementation, the specification can act as little more than an oracle.
While the structures of the implementation and the specification may be different, the structure of the specification is often reflected in the implementation. A state of the specification usually represents some set of real conditions of the system and thus has some meaning in the implementation. Throughout this paper, it will be assumed that for any specification considered, the states of the specification represent conditions of the system.
Where the structure of the specification is reflected in the implementation it is important, during testing, to cover the specification. Approaches that cover a µSZ specification may test both the individual behaviour of the operations and the dynamic behaviour of the system. Different forms of coverage, for a µSZ specification, will be described in Section 6.
Data Abstraction
In order to reduce the problem of feasibility, the EFSM can be refined through a process that will be called data abstraction. Let D denote the domain constructed from the variables that define the internal store. Initially a partition of D is produced for each operation according to its Z specification. This might be achieved using an automated technique, such as the DNF method, or through the tester using their expert knowledge. It will be assumed that the problem is to produce tests from an EFSM M A that has been produced from a sequential µSZ specification, with EFSM M, using data abstraction. It will be assumed that M A is deterministic and strongly connected and is represented by the digraph G. The condition that M A is deterministic will be weakened in Section 7. Data abstraction shall now be applied to ACC.
Example
Let the functions low, mid, and high be defined by: low x ⇔ x=min(allowed); mid x ⇔ min(allowed)<x<max(allowed); high x ⇔ x=max(allowed). By considering the Z schemas and the types, the three operations Resume, Increase, and Decrease can provide the following conditions. 
Resume

low(val requestedSpeed) min(allowed) < val requestedSpeed ≤ min(allowed)+stepSpeed min(allowed)+stepSpeed < val requestedSpeed < max(allowed)-stepSpeed max(allowed)-stepSpeed ≤ val requestedSpeed < max(allowed) high(val requestedSpeed)
It is also possible to confirm that when the state is active, allowed(val requestedSpeed) must hold. The states, passive 1 ,..,passive 4 ,active 1 ,...,active 5 , generated from these conditions are given in Figure 4 . Some of the state definitions can be simplified.
Figure 4: The States
Consider now the process of producing subtransitions. As stated earlier, the partitioning of a transition generates a number of subtransitions. Suppose the tester has decided to test the operation Deactivating from each condition (low, mid, and high) of val requestedSpeed with each combination of input conditions, lever?=off and brake?=activated, that produces true. This leads to 9 subtransitions defined by conjoining each condition for val requestedSpeed with the three conditions lever?=off∧¬brake?=activated, ¬lever?=off∧brake?=activated, and lever?=off∧brake?=activated. Similarly, Define has the three conditions for currentSpeed? and two conditions for lever? (increase and decrease) and thus leads to 6 subtransitions.
The transitions Resume, Increase and Decrease have subtransitions corresponding to the conditions outline above while LoopPassive and LoopActive are not partitioned. Names for the subtransitions are given in Figure 5 . The EFSM derived from M e , by data abstraction, is given in two parts in Figure 6 : the transition set is the sum of those given in the two parts. This EFSM will be denoted M Ae throughout the paper. 
Distinguishing transitions and states
Distinguishing transitions and operations
When testing from a deterministic EFSM M, rather than an FSM, there are two main complications: a transition has a function rather than a single pair of input/output values and each state of M represents a set of values for the internal store of the system rather than a single value. These reduce the confidence provided by testing, as a transition may be correct for the input and internal store used in testing but not for others. The second problem can lead to difficulties in setting up the internal store for tests and reduces the confidence provided by state checking. It is still, however, possible to apply techniques similar to those used for FSMs. The tests produced may help check both the dynamic behaviour of the implementation (the sequences of operations allowed) and the functionality of the operations.
When testing a transition t from state s j the correct test output might be produced by the execution of the wrong operation. This is an instance of coincidental correctness. The testing of t is strengthened if some test, that reduces this possibility, is used. Thus, ideally, when testing t from internal store a∈int(s j ), some input x is chosen such that (a,x) satisfies guard(t) and the expected output fn(t)(a,x) is not one that might have been produced by any other operation from the specification: the operation within the transition is distinguished from every other operation. Testing is simplified if, for each t and a, there is such an x. The following definitions, in which Op denotes the set of operations in the Statechart, help formalise this notion. These definitions are inspired by the notion of output distinguishability used when testing from X-machines ( [13 such that g(a,x) and op'(a,x)≠op(a,x) .
The notion of a transition being distinguishable from an operation is defined because, when testing a transition, it is sufficient for the operation in this transition to be distinguishable from every other operation on the subdomain defined by the guard of the transition. Later, the notion of two operations being distinguishable will be defined. 
Definition
If all the transitions of an EFSM are distinguishable then the EFSM is distinguishable.
From the definitions, M is distinguishable if and only if all of its subtransitions are distinguishable and thus M is distinguishable if and only if M A is distinguishable. As there may be several copies of a subtransition in M A , it will often be sufficient for there to be a distinguishable copy of each subtransition. Thus it is not always necessary for M to be distinguishable. The above definitions will, however, be used in the following sections. Sufficient conditions, for the application of the test techniques, will be given in Section 6.
If a transition t is distinguishable then any test for t, using an appropriate input, has an expected output that would not have been produced by any operation different from fn(t). This avoids the form of coincidental correctness described earlier and helps check that the correct operation has been applied and the behaviour of the operation is correct for this input/internal store. Of course, the possibility of coincidental correctness cannot be completely eliminated. Weaker forms of distinguishability are considered in Section 5.4.
Throughout this paper it will be assumed that, given a transition t from M A and an operation op'∈Op with op'≠fn(t), there is some store/input pair (a,x) satisfying guard(t) such that fn (t)(a,x)≠op'(a,x) . If this is not the case for some t and op' then they are equivalent on guard(t) so there is no need to distinguish them here. The techniques in this paper can easily be adapted where this property does not hold.
In the example, Define and Resume produce different output values if the input value currentSpeed? is not equal to val requestedSpeed. Thus, if the internal store is known the operations may be distinguished. The operations Increase and Resume are not distinguishable if requestedSpeed=max(allowed) as both then output the value requestedSpeed. Where the current speed is less than the maximum, these operations are distinguishable.
Distinguishing states using distinguishable transitions
A test might execute the correct operation, produce the expected output, and yet be erroneous because it has moved the system to the wrong state of the Statechart. Such errors might not be detected if the final state of each test is not checked. The following conditions are (between them) sufficient, but not necessary, for M A to be state distinguishable:
When testing a transition t from
1. M is distinguishable.
For each ordered pair of states (s i ,s j ) from M A , with abs(s i )≠abs(s j ), L(s i )-L(s j )≠∅.
The second condition is particularly important as it is difficult to distinguish a state s i from a state s j if L(s i )⊆L(s j ).
These conditions, or alternative sufficient conditions, might be seen to be design for test properties. Throughout this paper it will be assumed that the second condition holds.
In the example, each passive i is distinguishable from each active j by using the operation Define with an appropriate value of currentSpeed?. There is no single operation that distinguishes each active i from all of the passive j but Increase and Decrease suffice between them. If, for example, val requestedSpeed+stepSpeed<max(allowed) (and thus the state is one of active 1 ,…,active 4 ) then Increase can be used.
The process of finding state distinguishing sequences is similar to the process of finding state verification sequences for an FSM. These sequences can be found using a breadth-first search.
Distinguishing states without using distinguishable transitions
Suppose abs(s i )≠abs(s j ) and L(s i )-L(s j )≠∅ but for all x∈L(s i )-L(s j ), there is some y∈L(s j ) such that fn * (y)∈fuzz(x).
Then there are sequences of operations that can be executed from s i and not s j but each has some element of L(s j ) from which it is not, in general, distinguishable.
If x∈L(s i )-L(s j
then even though x does not, in general, distinguish s i from s j , x may distinguish s i from s j for some internal stores from int(s i ). The process of verifying the final state of a transition t from M A that ends in s i , using x, then includes the problem of executing t in a manner that leads to an expected final store that allows the use of x to distinguish s i from s j . Naturally, this might not be feasible. When it is feasible, it may be difficult to find an input sequence that moves to an appropriate value for the internal store. There are thus sequencing and feasibility issues. The feasibility problem is reduced if, for each a∈int(s i ), there is some known sequence that distinguishes a from s j .
It may be possible to engineer a system in order to make it easier to distinguish states or to use testing tools that help this process. A testing tool might add code, that outputs special values, or provide a function that produces a memory dump. The former would help distinguish operations while the latter would help distinguish states.
Weaker forms of distinguishability
Alternative definitions will allow the weakening of distinguishability, for a transition t, in two ways:
1. An input value x may only distinguish between fn(t) and one other operation.
Particular values from int(head(t)) may be required for distinguishing t.
State distinguishability follows from transition distinguishability as before. As the definition of distinguishability becomes weaker, the set of systems that have this distinguishability increases but testing becomes more difficult.
Definition
The alternative definitions, for a transition t i =(s j ,s k ,g/op) being distinguishable, are: given a∈int(s j ) and op'∈Op with op'≠op there is some input x such that g(a,x) and  op'(a,x)≠op(a,x) 
Test Generation
Introduction
In this section a number of test criteria will be considered, each criterion insisting that every subtransition is tested in some way. Each criterion leads to a problem of the form: produce a test that satisfies the criterion. Some subtransitions may be tested more than once, possibly relating the number of tests to the criticality of and the confidence in a subtransition.
Given a subtransition t i , that leads to more than one transition in M A , it is necessary to choose one or more corresponding transitions from M A to test. Each of these transitions chosen can be considered to be a copy of t i . If possible, each copy chosen is distinguishable and, if state checking is used, has a distinguishable final state. Otherwise the choice made depends upon the test method applied. The number of times a transition t ij , which is a copy of a subtransition t i , must be tested will be denoted n ij . The value of n ij may be 0. This section shall consider test generation when M A is deterministic. Since M Ae is nondeterministic, tests will not be generated from it until Section 7, in which nondeterminism is discussed. In the following, a number of test sequence generation methods, based on FSM test techniques, are described. The problem of generating a test input sequence, to trigger a sequence of transitions, will then be discussed.
Transitions Tours
A transition tour is a sequence that includes each transition at least once and starts and ends at the initial state. There are standard algorithms for producing a minimal length transition tour from a strongly connected FSM ( [18] ). What is required here, however, is the shortest tour that contains, for each t ij , at least n ij instances of t ij . Again, n ij may be 0.
This problem can be solved by representing M A by a digraph G=(V,E) and adding, for each transition t ij , n ij edges from the vertex that represents head(t ij ) to the vertex that represents tail(t ij ). Let E C denote the set of extra edges and G C =(V,E∪E C ). The problem can be represented by: find the shortest tour of G C that contains every edge from E C . This is an instance of the Rural Postman Problem (RPP). While the RPP is NP-complete ( [14] ), there is a low order polynomial algorithm that will produce a tour that, under certain conditions, is guaranteed to be minimal ( [1] ). Where the tour is not minimal, a set of tours is produced and these can be connected ( [9] , [21] ).
Transition Tours with State Checking
In this subsection it will be assumed that each state s i of M A has a single sequence u i that distinguishes s i from every state s j , of M A , with abs(s i )≠abs(s j ). The approach outlined can be extended to the use of multiple sequences.
The transition tour method produces a test that is expected to cover every subtransition. It does not, however, explicitly verify the final state of any subtransition. Instead it is possible to include, for each transition t ij with final state s k , a subsequence of the form t ij u k within the test. What is required is the shortest tour that contains, for each transition t ij , n ij copies of t ij u k .
This problem can also be represented in terms of the RPP. Again M A is represented by a digraph G=(V,E). For each transition test t ij u k , n ij edges are added from the vertex that represents head(t ij ) to the vertex that represents the final state of u k . Let E C denote this set of edges. The problem is: find the shortest tour of (V,E∪E C ) that contains each edge from E C at least once.
The RPP approach connects the individual transition tests. There might, however, be overlap between these transition tests. This overlap can be utilised to further reduce the test length ( [8] , [9] , [22] ).
It is possible, when minimising the cost, to weight the subtransitions. The weighting may depend upon the criticality of the subtransition or the confidence the tester has in a subtransition. A high criticality, or low confidence, is represented by a low weighting. If this is done, the test is likely to contain more copies of subtransitions with a low weighting.
Transition Trees
The transition tree method ( [3] ) involves generating a tree V, called a reachability tree, that is rooted at s 1 and contains each state of M A . To execute a transition t ij from M A it is sufficient to execute the sequence v(head(t ij ))∈V, that moves to head(t ij ), followed by input for t ij and then reset the system. If, for each subtransition t i , this is done for one corresponding transition t ij from M A , a test that includes every subtransition is produced. This can be extended by, for each transition t ij used,
following v(head(t ij ))t ij by the state verification sequence(s) for tail(t ij ).
A transition tree that minimises the test effort can be produced using a breadth-first search starting at s 1 . The breadth-first search continues until, for each subtransition t i , the initial state of one copy t ij of t i has been met. It thus need not produce a full reachability tree for M A : it is sufficient to reach the initial state of each transition to be used in testing. The transition tree approach requires the existence of a reliable reset operation.
Heuristics
In some cases the tester may believe that certain sequences are important to test, possibly because they are expected to be good at detecting faults or at checking critical aspects of the system, or because they are believed to represent a common use of the system. When a transition tour or a transition tour with state verification is to be produced, an extra test can be represented by a single edge that must be covered.
In general, heuristics can represent the tester's knowledge of a system and thus vary between systems and testers. Tests developed to satisfy some heuristic can be added to those developed from one of the standard coverage based techniques.
Generating Test Input
Once a test sequence has been generated from M A it is necessary to produce a corresponding input sequence. Even though the test sequence is guaranteed to be feasible, only certain input sequences will trigger it. The input required to trigger a particular transition depends upon the internal store and thus depends upon the previous input values used. In order to see this, consider a system with one variable x that defines the internal store and one input value in?. Then a transition t might have precondition in?=x, in which case it is always feasible and does not lead to any partitioning of the internal store. However, in order to choose input to trigger t it is necessary to know the expected value of the internal store x.
The state and store, before the test begins, are known. It is thus sufficient, for each transition, to generate a test input that will trigger the transition and to determine the expected final state of the transition. If this can be done in advance a pre-set input sequence may be produced.
If it is not feasible to produce a pre-set input sequence, the input sequence may be developed during testing. It is possible to use the output produced, as well as the initial state and input, to determine the expected final store of a transition. If this is done, during testing the expected initial internal store for a transition t ij is known when the transition is to be executed, as it can be derived from the input, output and initial internal store of the previous transition.
The input for t ij may thus be generated at this point.
Nondeterministic EFSMs
Even if M is deterministic, M A may be nondeterministic. There will, however, be only one allowed next state when the internal store a∈int(s) and input x are known. Given state s, a∈int(s) and input x there will also be only one transition for s whose guard allows (a,x). This underlying determinism can be utilised during testing.
Interestingly, some standard approaches, for testing from a nondeterministic FSM, are not directly applicable in this situation. This is because these techniques are based on the assumption, called the complete-testing assumption, that there is some m such that if an input sequence is repeated m times every possible resultant sequence will be executed ( [15] ). Here, however, an input sequence will always generate the same behaviour. In order to utilise a similar property it is necessary for each repetition to use different input values. Some behaviour may, however, only be exhibited if a state is reached via some alternative route. If the deterministic transitions form a strongly connected subautomaton of M A and there is a deterministic instance of each subtransition then the transition tour method can be applied. If the final state, of each transition t ij from M A being tested, also has a deterministic state identification sequence then it is possible to produce a transition tour with state checking.
If a transition tour with state checking is produced from M Ae there will be much overlap between the transition tests, as the state verification sequences have length 1. This overlap can be utilised in order to reduce the test sequence length ( [8] , [9] , [22] ).
The condition that M A is initially d-connected can be relaxed to the following. 
Conclusions
The use of Z to specify operations within a Statechart increases the degree of formalism and allows the automatic analysis of the specification. Given such a Statechart, data abstraction may be used to refine the corresponding EFSM in order to simplify testing. If data abstraction is applied and the EFSM M A produced is deterministic then all sequences derived from M A are feasible.
If a transition t with guard g and operation op is distinguishable, t can be checked by executing op with values that satisfy g and distinguish between op and all other operations from M. Such a test checks the behaviour of the operation and checks that the correct operation has been applied. It thus eliminates one possible form of coincidental correctness.
A transition may produce the expected output and yet be erroneous because it leads to the wrong final state. In testing it is possible to check the final state of a transition by using state distinguishing sequences. Once state distinguishing sequences are known it is possible to automate or semi-automate the test generation process. These tests check both the dynamic behaviour of the system and the behaviour of each individual operation.
A number of different notions of distinguishability have been discussed. These vary in the number of tests required and the ease with which tests can be generated from the sequences chosen. Where it is not feasible to use distinguishability, the same test generation algorithms may be applied. The tests should still cover the structure of the specification and provide some confidence in the final states of transitions being correct.
Sometimes, when M A is nondeterministic, it is possible to divide the states of M A to get a deterministic EFSM. The normal test techniques can then be applied. If a deterministic EFSM cannot be produced by splitting the states of M A , the underlying determinism of the system can be utilised. If M A has reliable reset capacity and is initially weakly d-connected, a -17 -reachability tree can be developed and the transition tree method applied. When M A is not initially weakly d-connected, for a state s i of M A it is necessary to develop an input sequence x that reaches s i .
The Z specification plays two roles in the test process: it defines subdomains upon which an operation is uniform and it defines the behaviour on these subdomains. It should be possible to adapt the techniques described in this paper to the combination of an EFSM with any other formalism that provides these two things.
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